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Abstract: As one of the important methods of solving the problem of computation over encrypted data under multi-
ple public keys in cloud environment, public key encryption with equality test (PKEET) supports to check whether
two ciphertexts encrypted under (possibly) different public keys contain the same message without decrypting the
ciphertexts. Definitions, security models and six types of authorization modes of PKEET are introduced and summa-
rized. Besides, the relationship between PKEET and public key encryption with keyword search (PKES) is discussed.
Several typical public-key, identity-based and attribute-based encryption with equality test schemes proposed re-
cently are analyzed and compared. Furthermore, some application scenarios and research directions are discussed.
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PN MEIE A (Paring). Ji& # W& X FG-PKEET
P40 i, Al SR HE Bt 25 26 v B ik B B0k
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RARBERHATA B, HAFE IR = o

Ma S SRR 22 P SR 11 3 SO AR
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SRR

Huang 251 H #2808 SC S 13X (PKE-
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I (PKEET-FA), & 4 PRI AU A
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with equality test), 1% /7 Z44 3T 5 43 11N % (IBE,

identity-based encryption) 5% SCEE(H MAE A LE
irait, HP AR A, ek
TXTT AT ID NS il WA HbAESE ) A=
BAH, BTSN, R, W

2t T BT #) IBEET J7 %8, AT AR 22 4 Pk Al
i SRV GRS

AP TBEET [ 10 08, Qu 5P
HIGUE A5 (1) 2 SCSEMNR. (CL-PKEET), H /i
A G — R AR A, N KGC 41
FIRVEH, M EERCRA T AR T B FAEH S R
WA
33 ETEMMEXEEMNIAR

N TSI RIS EAT, AN RS
WK T B PEM N (ABE, attribute-based en-
cryption) 5% SCEMNR B ARATEE &, LI
T JE M 2% SR K 7 £ (ABEET, attrib-
ute-based encryption with equality test), 21 Zhu 25"
f¥) KP-ABEET 4 Wang %5°)f¢) CP-ABEET % .
HEET UM, TR T g, AR
AR P A T ABRAT A, AN
it 2 ) MR B RBEALFAT], ] ELSEIRE)
AL {H Liao ST SCHR[2 1] P& H BT 10 5 B A7
. BEfE, Cu P8 T AN
CP-ABEET J5 %, BAHLFI) e ELL A& TR 1A
PR ARV T SCRPAMu g (1 B M A
MR N5 77 % (OCP-ABEET) %!, 7| FH 4 fift 25
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ERINEEE
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HERI S UER] T 7 et

R — Le R SO T IR AT B 2
SHEEEM R, Huang 2574 T 855000 B LY
IR TJ5 % (PKE-FET), 6 Al RLREA T ) I S
HeHs o AR o 75 PAT 45 (5 DX T 2R A7 v
FWT, A0 10 B S B 1) S S A Ak
AT S AE MR %07 5 IR REAE bR HEARE R T IF B
T h k.

S e s P T 0 S A IR T R
R TR 25 2%, W] RS 52 P T O B 0
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(DS-IBEET) SKfftphix—nil, Jxfih5irkfet
WG TFR AT VAL, B IR e AE A2 IR B 3 i
% iEfT,

2018094-6



o411 3

FoueE. HA % SCREN RN AP BoR SRk < 19-

35 RERRMEZEXEEMNRAR

Huang %5178 SCHR[ 7100560 b, SR T hrvfe
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Xu SV YRR Tl a5 AIE (1) % SR
KT (V-PKEET), A2 n] LARS I %5 S5
MR G5 R 5 BRI 2R 4548 1T g A2 B =
CANREAAR LS ), I IR 9] 7 & R 45 S ah
M P, {6 V-PKEET ', JIR&S#/EiREIGER 2R
R Bl—ANMEUE (proof), LA 7 H T 56 40E

4 FXFEMNLHRRILE

SN o NI Y SN P SNV E
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3.4 WA EEE T H T SCEE AR

%2 HETEXEEMNR AR
VE X2 Sec/wa Sec/woa i B B4
PKEET? — OW-CCA ROM — PKE
FG-PKEET" OW-CCA IND-CCA ROM 4 PKE
AoN-PKEET!" OW-CCA IND-CCA ROM 1 PKE
ADG-PKEET!! OW-CCA IND-CCA ROM 4 PKE
PKE-DET!? OW-CCA IND-CCA ROM 1# PKE
PKE-AET(1)!" OW-CCA IND-CCA ROM 1# PKE
PKE-AET(2)!"* OW-CCA IND-CCA ROM 24 PKE
PKEET-FA(1)!'¥ OW-CCA IND-CCA ROM 1 PKE
PKEET-FA(2)!'¥ OW-CCA IND-CCA ROM 2 PKE
PKEET-FA(3)!'¥ OW-CCA IND-CCA ROM 5 PKE
PKEET-FA(4)""! OW-CCA IND-CCA ROM 3 PKE
V-PKEET(1)!"*! OW-CCA IND-CCA ROM 1 PKE
V-PKEET(2)!"! OW-CCA IND-CCA ROM 4 PKE
V-PKEET(3)!"! OW-CCA IND-CCA ROM 6 PKE
PKE-FET'"# IND-CCA IND-CCA SM 1 PKE
PKEET2 OW-CCA IND-CCA ROM 1 PKE
IBEET!"" OW-ID-CCA — ROM 1 IBE
IBEET2!'" OW-ID-CCA — ROM 1 IBE
CL-PKEET!® OW-CCA IND-CCA ROM 1 IBE
IBEET3Y OW-ID-CCA IND-ID-CCA ROM 1 IBE
DS-IBEET!®! SS-CKA — ROM 1 IBE
KP-ABEET!" OW-CCA T-CCA ROM 1 ABE
CP-ABEET™ IND-ID-CPA — SM 1 ABE
CP-ABEET2/* OW-CCA IND-CCA ROM 1 ABE
OCP-ABEET™®! OW-CCA IND-CCA ROM 1 ABE

Sec/wa: WUT3RIFIE 1A %07 RAEE I 2 Sec/woa: FUTARMAFIAT TN %07 R AEIXFIM 2 4xME: OW: Hjal ¥t (one-wayness); IND: Avi]
[X 4P (indistinguishability); *-ID-CCA: 3E#% & 43 Bridi 5k $ % 3045 (chosen identity and chosen ciphertext attacks) ; *-ID-CPA: &#¢ B ) Beili
L% SCHGT; (chosen identity and chosen plaintext attacks) ; SS-CKA: IEHFFECHE T HGT N I X %4> (semantic security under chosen keyword
attacks); T-CCA: IEF% Bt Flillik i 4 (testable against chosen ciphertext attacks); ROM: ML S U, SM: ArvfEAisd,
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